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Whose problem is it? 
ISP & Carrier Code of Conduct 
 

 

 

 

 

Craig Spiezle 

Executive Director 

Online Trust Alliance  
 

•To drive a trusted online 

ecosystem by developing and 

advocating best practices that 

mitigate emerging threats to 

organizations and individuals  
 

 

OTA Mission 
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Initiatives  

 Anti-malvertising 

 Brand & Domain Protection 

 Email Authentication 

 Evolving Platforms & Devices  

 Privacy & Public Policy 

 Trust & Identity Frameworks 

 

OTA Overview  

Values  

 Best Practices & Guidelines 

 Collaboration 

 Education & Enablement 

 Innovation  

 Self-Regulation 

 User Choice & Controls 

 

http://www.cisco.com/en/US/hmpgs/index.html
http://www.ebay.com/
http://www.microsoft.com/mscorp/safety/default.mspx
http://www.symantec.com/
http://www.whiteimage.net/
http://www.kindsight.net/
http://www.adperio.com/
http://www.getresponse.com/
http://unsubcentral.com/
http://www.eharmony.com/
http://www.zedo.com/home.htm
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 An App for that…A hack for that… 

 Blurred distinction work, home & play 

 Portability of data & devices  

 User is the weakest link 

 Silent but deadly  
– Malvertising 

– Drive-bys 

– Zero day exploits 

 

Challenges  

The Water Utility or Plumber?  
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 Are carriers mere conduits of data or 

do they need to protect consumers? 

 Progress is being made on self-

regulation, but is it enough?  

 What is the role of the service provider  

 Does the consumer have a shared 

responsibility? 

Questions  

 Email Authentication 

 EV SSL Certificates 

 Account Verification / Password Management 

 Discoverable & Clear Privacy Policies    

 

 BOT / Malware Detection  

 Drive EOL Browser Replacement 

 Vulnerability detection 

 Teachable Moments  

ISP Practices  
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• Defense against spoofed & forged email 

• Requires inbound and outbound  

 

Email Authentication 

Detection &  

Remediation  

Evolving Roles & Practices  
Browser Upgrade 

Traffic Analysis 

PC Scanning 
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Traffic Analysis  
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Traffic Analysis  

 

Browser Upgrade  
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PC Scanning  
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Considerations & 

Challenges  

 Cost 

 Privacy  

 False Positives 

 Consumer Churn  

 Cart Abandonment  

  

Re-Thinking Expectations 
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Who's Job is it? 
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 Security, Privacy & Data Stewardship 

 Business, Industry, Government 

 And Consumers  

 

It is all of our jobs 

ISP Ratings ? 
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 Consumer Choice 

 Collaboration 

 Security 

 Privacy  

 Self-Regulation 

 

 

 

 

 

Key to Innovation - Balance 

 OTA Anti-Malvertising 
https://otalliance.org/malvertising.html  

 Email Authentication 
https://otalliance.org/resources/authentication/index.html  

 Resources & Solutions 
https://otalliance.org/resources/index.html  

 Membership https://otalliance.org/join.html  

 Questions staff@otalliance.org  

 

 

Resources 
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Thank You  


